


Entity Level Controls (ELC): In 2009, the USCG conducted an assessment of internal controls at
the entity level using the Government Accountability Office (GAO) Internal Control Management and
Evaluation Tool. Deficiencies were identified in the following areas: risk assessment; insufficient
monitoring/review; and limited documented policies and procedures. Ongoing remediation efforts,
including the proposed establishment of a Coast Guard Comptroller, will address remaining ELC
deficiencies.

Fund Balance with Treasury: The USCG is unable to fully reconcile its FBWT accounts. USCG
cannot produce complete and accurate populations of suspense account transactions, nor
distinguish posting from clearing transactions in suspense.

Human Resources & Payroll: Although we have established compensating controls that will enable
us to reconcile military payroll, the Joint Uniform Military Payroll System (JUMPS) does not directly
provide the required accounting information to reconcile Treasury, payroll and general ledger details.
The Post Retirement Benefits sub-process has a lack of controls which are being addressed and
corrective actions are in process to ensure data integrity for the actuarial liability.

Property Management: Documented policies and procedures related to property management sub-
processes and related systems are being developed during this reporting period. Ongoing '
remediation efforts include developing adequate controls in Construction-in-Progress, Operating
Material and Supplies, Personal and Real property. However, significant system limitations and
inadequate costing processes remain. Progress with Property Management continues through
improved valuation of previously unsubstantiated cost of assets and construction in progress.

General Ledger (GL) Management Function: Financial Reporting: The three primary USCG
general ledgers are not fully compliant with the USSGL and contain improper posting logic codes.
Limitations of the GL systems, timing issues, and the use of multiple GL systems with different GL
accounts, contribute to the inappropriate recording of transactions and a significant number of on-top
adjustments at month’s end.

The scope of USCG remediation efforts for the following GL sub-processes focused on executing
corrective actions to design and implement internal controls. As a result, the following are noted as
reportable conditions:

o Contingent Legal Liabilities
o FECA
o Investments

Budgetary Resources Management: The three general ledger systems are not fully compliant with
the USSGL at the transaction level. Two of the three do not interface with the Core Accounting
System, except for Treasury Information Executive Repository (TIER) reporting at the summary GL
level. The primary budgetary resource management system is not designed to manage and maintain
complete budgetary accounting data and does not permit the necessary level of funds control,
creating the risk of Anti-Deficiency Act violations.

Receivables Management: USCG does not record certain balances in the general ledger in
accordance with Generally Accepted Accounting Principles (GAAP) as promulgated by the Federal
Accounting Standards Advisory Board (FASAB). In addition to systems limitations, this is due in
large part to the lack of policies and procedures in several key sub-process areas related to
accounts receivable.

Revenue Management: USCG does not record certain balances in the general ledger in
accordance with Generally Accepted Accounting Principles (GAAP) as promulgated by the Federal
Accounting Standards Advisory Board (FASAB). There is no documented standard operating



procedure in place to ensure that all reimbursable agreements are closed-out appropriately with all
bills and refunds generated as needed.

Environmental Liabilities: USCG has no documented policies and procedures for Comprehensive
Environmental Response, Compensation and Liability Act (CERCLA) cases. USCG does not have
sufficient support related to Environmental Liabilities resulting in potentially unrecorded and
unidentified liabilities.

Information Systems: GAO Tool assessments indicate that internal controls over financial systems
are inadequate to detect or prevent material errors in the financial statements. A number of non-
conformances are a root cause that will limit the USCG’s ability to fully remediate material
weaknesses in many financial reporting processes. Accordingly, this condition also represents a
material weakness in internal control over financial reporting.

Reporting Pursuant to FMFIA Section 4. 31 U.S.C. 3512 (d)(2)}(B)

The United States Coast Guard’s financial management systems do not conform with government-wide
requirements. The areas of non-conformance listed below were documented. Management is continuing to
execute, and update as appropriate, Mission Action Plans to remediate the following:

U.S. Standard General Ledger

The designs of the USCG's financial and mixed systems do not reflect financial information
classification structures that are consistent with the U.S. Standard General Ledger and provide for
tracking of specific program expenditures.

Integration of Financial and Mixed Systems

The lack of integration of the USCG’s financial and mixed systems precludes the use of common
data elements to meet reporting requirements, and to collect, store, and retrieve financial
information. Similar kinds of transactions are not processed throughout the systems using common
processes, which could result in data redundancy and inconsistency.

Financial Reporting and Budgets

The USCG's financial and mixed systems do not allow for financial statements and budgets to be
prepared, executed, and reported in accordance with the requirements prescribed by OMB, e.g.,
OMB Circular A-11, preparation and submission of budget estimates, those prescribed by the U.S.
Department of Treasury, and/or the Federal Accounting Standards Advisory Board (FASAB).

Laws and regulations

The USCG's financial and mixed systems do not indlude a system of internal controls that ensure:
resource use and financial reporting are consistent with laws, regulations, and policies; resources
are safeguarded against waste, loss, and misuse; reliable data is obtained, maintained, and
disclosed in reports; and transactions are processed in accordance with Generally Accepted
Accounting Principies (GAAP)

System Adaptability

The USCG does not evaluate how effectively and efficiently the financial and mixed systems support
the USCG's changing business practices and make appropriate modifications to its information
systems.

Risk assessment and security

The Coast Guard has legacy financial and mixed systems that were developed without the benefit of
today’s security practice requirements. Because USCG lacks modern security evaluation software,
intensive manual intervention is required to ensure proper security controls, oversight and auditing
occurs to meet OMB and DHS security policies. Some of the legacy financial and mixed systems



were developed prior to the implementation of some of these regulations and are therefore, not
designed to comply with them. Vessel Logistics System (VLS) and Core Accounting System (CAS)
Suite are on the OMB high risk list.

e Documentation and support
Adequate technical systems documentation, training, and user support is not consistently available
to enable the users of all of the financial and mixed systems to understand, maintain, and operate
the systems in an effective and efficient manner.

+ Physical and logical controls
The USCG's financial and mixed systems contain weaknesses in the standardization of physical and
logical controls, and segregation of duties.

o Software Development
The USCG does not consistently apply a defined software development and change control process
to software changes and development efforts for all financial and mixed systems. USCG does not
perform complete monitoring of the access to, the use of, nor the control changes to, systems
software. Furthermore, CG financial management and mixed systems do not conform to existing
applicable functional requirements.

Reporting Pursuant to the Reports Consolidation Act. Section 3516(e)

In FY09, the USCG completed DHS sponsored independent verification and validation (V&V) of GPRA
performance measure data. The Waterways Management: Aids to Navigation mission performance
measure “5-year average collisions, allisions and groundings” was chosen for review. The review
examined policies and procedures in this area and determined that they are adequate. The USCG’s
performance data used in the Performance and Accountability Report are complete and refiable, except for
the following material inadequacy:

¢ Financial Reporting: The USCG does not have documentation and adequate controls to support
the process to validate that the full cost by strategic goal, as presented in the notes to the
consolidated financial statements, is materially consistent with actual costs incurred.
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






